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With the increasing image falsification due to the easy access and use of image manipulation tools, image @il /e (JGE albasl) ciwgll .4

authentication techniques have seen considerable interest in protecting multimedia documents integrity and
authenticity, it has been demonstrated to be a very powerful solution for ensuring the security of multimedia
documents. The aim of this paper is to present a Cholesky decomposition based scheme for strict image
authentication. To ensure the requirement of strict authentication where no changes are tolerated to the host
image, the Cholesky decomposition properties are used beside the use of cryptographic hash function and
public key cryptosystem. For the purpose of reducing the authentication data size, the diagonal of the
Cholesky decomposition matrix is used instead of using the entire matrix. The experimental results
demonstrate that our technique is able to identify image tampering despite the minor modifications. In
addition, the proposed scheme demonstrates its effectiveness in sensitive information systems. We review
an application example in medical information security to ensure both integrity and authenticity. Our scheme
can find a niche role in healthcare systems as an instrument for secure sharing and control of medical

images.
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